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1

SYSTEMS, METHODS, AND APPARATUS TO
MONITOR MOBILE INTERNET ACTIVITY

RELATED APPLICATION

This patent arises from a continuation of U.S. patent appli-
cation Ser. No. 13/174,517, entitled “SYSTEMS, METH-
ODS, AND APPARATUS TO MONITOR MOBILE INTER-
NET ACTIVITY,” which was filed on Jun. 30, 2011, and
which is hereby incorporated herein by reference in its
entirety.

FIELD OF THE DISCLOSURE

This disclosure relates generally to monitoring Internet
activity, and, more particularly, to systems, methods, and
apparatus to monitor mobile Internet activity.

BACKGROUND

Inrecent years, methods of accessing Internet content have
evolved. For example, Internet content was formerly prima-
rily accessed via computer systems such as desktop and lap-
top computers. Recently, handheld mobile devices (e.g.,
smartphones) have been introduced that allow users to
request and view Internet content. Typically, mobile devices
request and receive Internet content via a wireless access
network such as, but not limited to, an 802.11g WiFi network.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of an example system to monitor
mobile Internet activity.

FIG. 1A is a block diagram of an example implementation
of the example system as shown in FIG. 1.

FIGS. 2 and 2A are a block diagrams illustrating an
example request and response flow through the example sys-
tem of FIG. 1.

FIG. 3 is a block diagram of the example proxy of FIG. 1.

FIG. 4 is a flowchart representative of example machine-
readable instructions that may be executed to implement the
example proxy of FIGS. 1, 2, and/or 3.

FIG. 5 is a flowchart representative of example machine-
readable instructions that may be executed to implement the
example registrar of FIG. 1.

FIG. 6 is a flowchart representative of example machine-
readable instructions that may be executed to implement an
example client device of FIG. 1.

FIG. 7 is ablock diagram of an example processor platform
that may execute, for example, the machine-readable instruc-
tions of FIGS. 4, 5, and/or 6 to implement the example moni-
tor of FIGS. 1, 2, and/or 3, the example registrar of FIG. 1,
and/or the example client device of FIG. 1.

DETAILED DESCRIPTION

Mobile monitoring companies desire to gain knowledge on
how users interact with their handheld mobile devices such as
smartphones. For example, mobile monitoring companies
want to monitor Internet traffic to and/or from the handheld
mobile devices to, among other things, monitor exposure to
advertisements, determine advertisement effectiveness,
determine user behavior, identify purchasing behavior asso-
ciated with various demographics, etc. Some known systems
have utilized a proxy server to monitor Internet content being
transmitted to and from the monitored device.
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Such known monitoring systems implemented the proxy
server as a Hypertext Transfer Protocol (HTTP) proxy that
communicated with monitored handheld devices via a single
port and required the monitored devices to provide authenti-
cation credentials including a username/device name and
password that uniquely identified the mobile device involved
in this Internet communication. These monitoring systems
allowed mobile monitoring companies to associate Internet
activity with the mobile device it originated from based on the
username and password. Internet activity on handheld mobile
devices is not limited to use of browsers (e.g., Apple®
Safari®). For example, the Apple® iPhone® and Apple®
iPad™ support many third party applications (sometimes
referred to as “Apps”) accessing Internet content to perform a
special function. For example, a weather application may
request and display HTTP data from www.weather.com.
These apps typically do not permit unrestricted browsing
from website to website on the Internet (although they may
permit movement within a defined set of webpages). Thus,
apps typically provide access to a limited set of data on the
Internet. In contrast, a browser enables a user to access vir-
tually any publicly available site on the Internet (subject to
restrictions such as content blockers) and shows the user the
contents of a website such as www.weather.com.

While some applications accessing Internet content prop-
erly respond to proxy requests to provide credentials, many
applications, such as the weather application from the previ-
ous example, do not presently support proxy authentication
and therefore may fail to function (e.g., freeze or crash) if a
proxy requests credentials. Further, some applications sup-
porting proxy authentication do not function under certain
circumstances such as, for example, when very long Univer-
sal Resource Locators (URLs) are used to request content via
the proxy. In the case of a browser accessing a web page
identified by a URL, the panelist might be requested to enter
credentials for each object (e.g., images, video feeds, etc.).
Additionally or alternatively, the credentials might be stored
and/or cached such that the panelist is not prompted to enter
credentials. When the proxy requests credentials, even if the
credentials are stored and/or cached, communication delays
are induced allow for the credential requests and credentials
responses to be transmitted. This can be frustrating for pan-
elists and may cause the panelist to abandon participation in
the monitoring panel. Furthermore, it is desirable for moni-
toring entities to monitor Internet activity without affecting
the manner in which users behave. Causing application fail-
ure due to a monitoring technique is inconsistent with that
desire.

To avoid errors inherent in using an authenticated proxy,
the example system shown in FIG. 1 employs an un-authen-
ticated proxy. Use of a proxy that does not request authenti-
cation credentials (i.e., an un-authenticated proxy), is prob-
lematic in that such an approach does not lend itself to user
identification, and user identification is necessary to correlate
activity behavior with demographics. The example system of
FIG. 1 addresses this problem by hosting a unique un-authen-
ticated port for each panelist and/or mobile device and
instructing each monitored mobile device to communicate
using its uniquely assigned port. This use of multiple ports
allows the monitoring entity to uniquely associate the Internet
traffic it detects with the panelist and/or mobile device
involved in such traffic. While previous monitoring systems
hosted a proxy connection on a single port such as port 8080,
the proposed monitoring system hosts connections on many
available ports (e.g., ports 0 to 65535). Certain ports are
omitted from the list of available ports if those ports are
associated with other Internet services. For example, ports 0
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through 1023 are defined as Well Known Ports by the Internet
Assigned Numbers Authority (IRNA), and are prohibited
from use without registration. Thus, Well Known Ports are
not used in the example system of FIG. 1.

Some example methods of monitoring involve using an
un-authenticated proxy on a port uniquely assigned to the
panelist and/or handheld mobile device. However, when the
handheld mobile device communicates via a WiFi network, a
firewall likely exists between the handheld mobile device and
the proxy. For example, many businesses and/or companies
use firewalls to prohibit malicious and/or unwanted Internet
content from reaching the users of their network. Firewalls
block and/or prohibit malicious and/or unwanted Internet
content by blocking particular ports. Ports 0 through 1023 are
defined as Well Known Ports by the Internet Assigned Num-
bers Authority (IRNA), and are prohibited from use without
registration with IRNA, and therefore, communications over
the Well Known Ports are more likely to be legitimate com-
munications, and are conversely less likely to be blocked.
Internet communications outside of the Well Known Ports
range may be determined to be malicious and/or unwanted,
and, thus, may be blocked by a firewall. Thus, for example,
the firewall may block all Internet communications from port
1024 to port 65535, and if the uniquely assigned port is within
the blocked range (e.g., port 1024 to port 65535), the Internet
communications of the handheld mobile device may be
blocked. Because firewalls may be configured to block com-
munication on unregistered ports, some panelists (e.g., pan-
elists communicating via a blocked port) may experience
application failures when using a WiFi network. This can be
frustrating for panelists and may cause the panelist to aban-
don participation in the monitoring panel. Again, it is desir-
able for monitoring entities to monitor Internet activity with-
out affecting the manner in which users behave. Causing
application failure due to a monitoring technique is inconsis-
tent with that desire.

To avoid errors inherent in using proxy ports being
blocked, proxy auto configuration (PAC) files are used to
transfer proxy configuration details (e.g, a desired proxy
address, a desired proxy port number, etc.) to the panelist
and/or mobile device. When configuring their device, the
panelist is instructed to input a URL identifying a PAC file
uniquely generated for that panelist. When accessing internet
content, the PAC file is retrieved and the settings described in
the file are applied to the mobile device. In some examples,
the PAC file includes instructions detailing failover methods
that might be used by the mobile device in the event that a
firewall is blocking the desired port number and/or desired
proxy address. Further, in some examples the PAC file is
hosted by the monitoring entity, and can thereby be modified
to facilitate changes as required by the monitoring entity such
as, for example, load balancing, failure protection, etc.

After proxying the request and response to and/or from the
mobile device, the monitoring system may then record the
data that the client devices request and/or receive and/or some
or all of the data itself Identifications of data and/or the data
itself (e.g., web content) are collectively referred to herein as
“session data.” The session data is recorded in association
with the panelist via the proxy address and/or proxy port
number on which the session data is transmitted. From the
recorded session data and recorded proxy port number, the
monitoring system can uniquely identify the site(s) that a
particular panelist is visiting and how the panelist interacted
with their mobile device, while avoiding interruption of ser-
vices for the panelist. Because the panelist is known from, for
example, a registration process, the session data can be asso-
ciated with demographics and/or be used to extrapolate
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behavior data to a demographic population of interest. In
some examples, the monitoring system further determines a
location of the panelist by assigning multiple proxies to the
panelist, and associating each of the assigned proxies to a
location frequented by the panelist (e.g., alocation frequented
by the panelist might be uniquely associated with a particular
WiFi network).

In some mobile devices, such as the Apple® iPhone® and
Apple® iPad™, WiFi proxy settings are configured on an
access point level. For example, proxy settings entered for a
first wireless access point are not applicable to a second
wireless access point. In day-to-day use of the mobile device,
apanelist is likely to use more than one wireless access point.
For example, the panelist might use a first wireless access
point while at home and a second wireless access point while
at work. In some examples, multiple proxy addresses are
assigned to a single panelist so that communications from the
mobile device of the panelist while attached to a first wireless
access point can be distinguished from communications
while attached to a second wireless access point. In some
examples, the panelist is provided a first proxy addresses for
home use, a second proxy address for work use, and a third
proxy address for other use. Although these specific locations
are mentioned, any other location(s) (e.g., proxy address(es))
and/or number of location(s) may additionally or alterna-
tively be used.

To configure the wireless access point settings for use with
aproxy, the user may be instructed to manually enter supplied
configuration details. In such an example, the panelist may be
provided with a set number of proxy configurations (e.g., one
for ‘home’, one for ‘work’, one for ‘other’, etc.) The panelist
then enters the supplied configuration details in order to
enable monitoring of communications of the mobile device
when communicating via that wireless access point. There-
fore, in such examples, to monitor communications of the
mobile device, the panelist is relied upon to enter the supplied
configuration details correctly to all wireless access points
that are regularly used.

In some examples, a setup application executed on the
mobile device applies the supplied configuration details to the
monitored device to adjust the wireless access point settings.
In some such examples, the setup application monitors wire-
less access points to determine which access points are regu-
larly used and then applies an appropriate proxy configura-
tion for the wireless access point. In some such examples,
determining an appropriate proxy configuration involves
prompting the user to categorize the wireless access point as
a ‘home’ access point, a ‘work’ access point, an ‘other’ access
point, and/or any other type of access point (e.g., coffee shop,
book store, restaurant, etc.). Based on the categorization, the
correct supplied configuration details can be applied to the
wireless access point settings by the setup application.
Although the above example describes the setup application
as being executed on the monitored device, additionally or
alternatively, the setup application might be executed on any
other computing device such as, for example, a personal
computer of the panelist. In some such examples, proxy con-
figurations are inspected and the panelist is prompted while
the mobile device is being synchronized and/or docked with
the personal computer.

FIG. 1 is a block diagram of an example system 100 to
monitor mobile Internet activity. The example system moni-
tors Internet traffic to and/or from handheld mobile devices
(e.g., a first client device 110 associated with a first panelist
115, a second client device 130 associated with a second
panelist 135, etc.). The monitored Internet traffic between any
of'the monitored devices (e.g., the client device 110, the client
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device 130, etc.) and one or more Internet sites (illustrating
Internet content provider(s) 170) is routed to the example
monitoring system 100. As shown in FIG. 1, the traffic passes
through a wireless (e.g., WiFi) communication system (e.g.,
an access point 145 and communicative links 120, and/or
140). The example monitoring system 100 includes a regis-
trar 155, a storage database 160, and a proxy 165.

The example first and second client devices 110, 130 of
FIG. 1 are handheld mobile devices such as cellular phones.
However, any other type of wireless capable device may
additionally or alternatively be used. Thus, while in the illus-
trated example the first client device 110 is shown as an
Apple® iPhone® and the second client device 130 is shown
as a flip phone, any other type of device may be used. For
example, other types or phones, a laptop computer, a desktop
computer, a personal digital assistant (PDA), a netbook, or a
tablet computer (e.g., an Apple® iPad™) may additionally or
alternatively be used. The first and second client devices 110,
130 may have any mobile operating system, and may imple-
ment any type of hardware and/or form factor. In the illus-
trated example, the first and second client devices 110, 130
are mobile devices which communicate with the access point
145 via the first and second wireless communication links
120, 140, respectively.

The first and second communication links 120, 140 of the
illustrated example are WiFi communication links. However,
any other method(s) and/or system(s) of communication may
additionally or alternatively be used such as, for example, an
Ethernet connection, a Bluetooth connection, a cellular con-
nection, etc. Further, the example first and second communi-
cation links 120, 140 of FIG. 1 are WiFi connections imple-
mented in accordance with an Institute of Electrical and
Electronics Engineers (IEEE) 802.11g standard. However,
any other past, present, and/or future system(s) and/or proto-
col(s) for communications may be used such as, for example,
TEEE 802.11n, IEEE 802.11b, etc.

The first and second panelists 115, 135 of the illustrated
example are panelists participating in a monitoring service.
Although the example system of FIG. 1 is a panelist-based
system, non-panelist and/or hybrid panelist (e.g., some pan-
elists and some non-panelists monitored in the same system)
systems may alternatively be employed. In the panelist sys-
tem of the illustrated example, demographic information is
obtained from the user when the user joins (i.e., registers for)
the panel. The demographic information may be obtained
from the user in any desired way (e.g., via a telephone inter-
view, by having the user complete an online survey, etc.).
Additionally or alternatively, panelists may be contacted and/
or enlisted using any desired methodology (e.g., random
selection, statistical selection, phone solicitations, Internet
advertisements, surveys, advertisements in shopping malls,
etc.).

In the illustrated example, the first and second panelists
115, 135 are associated with the first and second client
devices 110, 130, respectively. In the illustrated example, the
client devices 110, 130 are owned, leased, or otherwise
belong to their respective panelists. The monitoring entity of
the illustrated example does not provide the client devices. In
other systems, the monitoring entity provides some or all of
the panelist(s) with arespective client device to encourage the
panelist(s) to participate in the panel. While in the illustrated
example, the first and second client devices 110, 130 are each
associated with a single panelist, each of the first and second
client devices 110, 130 may alternatively be associated with
more than one panelist. For example, a family and/or house-
hold of users may have a single client device that may be
shared amongst multiple users. The sharing of a client device
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is less common when the client device is a cellular phone than
when the client device is a portable computer (e.g., an Apple®
iPad™)

The access point 145 of the illustrated example provides
wireless Internet service to the first and second client devices
110, 130 via, for example, the communication links 120, 140.
In the illustrated example, the wireless service is provided via
WiFi connection(s). However, the access point 145 may addi-
tionally or alternatively provide Internet service via any other
type(s) of connection. Further, the access point 145 may
implement the WiFi connection via the IEEE 802.11g
standard. However, any other past, present, and/or future
system(s) and/or protocol(s) for communications may be
used. In practice, the access point 145 is sometimes referred
to as alocal access point, and provides a local area network to
the client devices. In the illustrated example, the access point
includes a firewall that blocks all ports that are not within the
Well Known Ports range as defined by IRNA (ports 1024 to
65535). However, the port(s) blocked by the firewall may be
any other port(s), and may vary from access point to access
point. For example, a security policy of a firewall of a corpo-
rate network (e.g., at an office or business) may be more
restrictive and block more ports than a security policy of a
firewall of a public network (e.g., a wireless access network
hosted in a public location, such as a coffee shop).

In the illustrated example, the monitoring system 100 is
shown as implemented with multiple computing systems.
However, the monitoring system 100 may be comprised of
any number of computing devices (e.g., one, two, etc.). In the
illustrated example, the monitoring system 100 includes the
registrar 155, the storage database 160, and the proxy 165.
However, additional and/or alternative structures may be
implemented to carry out one or more portions of the func-
tionalities implemented by the registrar 155, the storage data-
base 160, and/or the proxy 165, and/or other functions, and/or
some or all of the components of the system 100 may be
consolidated.

In the example of FIG. 1, the registrar 155 receives regis-
tration information from the panelist(s) 115, 135 and stores a
record identifying the panelist 115, 135 and/or their respec-
tive client devices 110, 130. In the illustrated example, the
received registration information includes demographic
information. However, any other information may addition-
ally or alternatively be collected. The registration information
may include, for example, information identifying the model
of mobile device associated with the panelist, a mailing
address associated with the panelist, an email address asso-
ciated with the panelist, a phone number associated with the
mobile device, a unique identifier of the panelist and/or
mobile device (e.g., a social security number of the panelist,
a phone number of the mobile device, a zip code of the
panelist, and/or any combination or derivation of any infor-
mation related to the panelist and/or mobile device), the age
of the panelist, the gender of the panelist, the race of the
panelist, the income of the panelist, where the panelist intend
to use their device, how long the panelist has owned their
device, the education level of the panelist, any name of the
panelist, and/or any other information related to the panelist
and/or the mobile device.

In the illustrated example, the registration data is received
by the registrar 155 via an electronic interface (e.g., by a
panelist entering data into a form at a website or answering
survey questions at a website). However, the registrar may
receive the registration data via any other method and/or
approach. For example, the registrar may receive the regis-
tration data via a personal interview (by telephone or in per-
son), a telephone interface, direct mailing, purchased lists,
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etc. While the registrar 155 of the illustrated example is an
electronic system, the registrar 155 may alternatively be
implemented manually by a person or group of people col-
lecting and entering the registration data into the storage
database 160.

Afterreceiving the registration data, the registrar 155 of the
illustrated example creates a record associating the panelist
and device identifier information with the collected demo-
graphic information. The registrar 155 if the illustrated
example assigns a unique alphanumeric identifier to the pan-
elist or device. The identifier may be based on, for example, a
serial number of the client device. The record is stored in the
storage database 160. In the illustrated example, the registrar
155 also assigns a unique port number to the panelist 115, 135
and/or the client device 110, 130 and stores the port number in
the record (or in association with the record for that panelist
and/or client device). As noted above, in addition to assigning
and storing the port number, the registrar may assign and store
additional identifiers. For example, the registrar may assign
and store any identifier of the client device and/or the panelist.
The panelist or client device identifier(s) may be the same as
the port number, or they may be different from the port num-
ber. Further, when storing the port number in the storage
database 160, the registrar may encode and/or encrypt the
port number to provide security and/or anonymity to the
panelists.

In addition to assigning and storing the credentials, the
registrar 155 of the illustrated example generates an instruc-
tion document 156. In the illustrated example, the instruction
document 156 instructs the panelist to configure the client
device. The instruction document 156 in the illustrated
example is an email message. However, any other type of
instruction document may additionally or alternatively be
used. For example, a portable document format (PDF) docu-
ment and/or a Microsoft® Word® document may be sent to
the panelist as an attachment to an email message. Further, the
instruction document 156 may be custom generated for the
particular type of mobile device based on the model of the
mobile device as received by the registrar as part of the
registration data. Additionally or alternatively, the instruction
document may be generated for interpretation by an applica-
tion residing on the mobile device such as, for example, a
WiFi configuration application. In the illustrated example, an
individual instruction document is generated on a per-panelist
basis. For example, the first panelist 115 receives a first
instruction document 156A while the second panelist 135
receives a second instruction document 156B. However, the
instruction document 156 may not be generated on a per-
panelist basis. For example, multiple instruction documents
may be generated per panelist to, for example, provide dif-
ferent proxy configuration instructions and/or details for dif-
ferent wireless networks.

The instruction document 156 of the illustrated example
includes an automatic configuration (auto-config) Universal
Resource Locator (URL) that the panelist is instructed to
enter into the client device. The auto-config URL defines a
location of a proxy automatic configuration (PAC) file that is
queried to retrieve the parameters to be used by the client
device. The PAC file of the illustrated example is hosted
and/or managed by the monitoring entity. The client device
queries the auto-config URL periodically and/or a-periodi-
cally to apply the most current proxy settings. By using an
auto-config URL the monitoring entity can modify proxy
settings of a client device without the involvement of the
panelist to thereby automatically modify the configuration
parameters applied to the client device. Such modifications
might be appropriate if, for example, a proxy was encounter-
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ing an error that required traffic to be diverted to another
proxy, a proxy was experiencing a heavy load and load bal-
ancing was required, etc. Alternatively, the instruction docu-
ment might include configuration parameters such as the
credentials, a port number, and/or an Internet proxy address to
be used by the corresponding panelist and/or client device. In
such a case, the panelist might be instructed to manually enter
the configuration parameters. Alternatively, rather than con-
taining the auto-config URL, the instruction document 156
could comprise the PAC file.

In some examples the instruction document includes and/
or references a configuration file (e.g., an electronically read-
able file) that instructs the client device to apply the settings
contained in the instruction document. In some examples, the
configuration file is an Extensible Markup Language (XML)
file implementing a property list (referred to herein as a plist)
file comprising configuration data such as the credentials, a
port number, and/or an Internet proxy address to be used by
the corresponding panelist and/or client device. However, any
other type of document may be generated such as, for
example, a comma separated (CSV) document, a portable
document format (PDF) document, a Microsoft® Word®
document, etc. In some examples, the plist file is imple-
mented for interpretation by an Apple® iPhone®, an Apple®
iPod®, and/or an Apple® iPad™. However, the mobile
device may be any other type of mobile device, and may
accept any type of configuration file.

In the illustrated example, the instruction document and/or
the configuration file is signed using a public/private key
infrastructure. However, the instruction document and/or the
configuration file may alternatively not be signed. If the
instruction document and/or the configuration file is not
signed, it may appear as invalid to the panelist, which may
cause the panelist to abandon participation in the panel. The
instruction document and/or the configuration file is sent to
the corresponding client device (e.g., via an email message
with the document and/or file attached, or with a link to the
document and/or file). The client device may then interpret
the data in the configuration file, thereby applying the data
(e.g., the Internet proxy address and port number) to future
communication of the mobile device. In the illustrated
example, the configuration file causes the mobile device to
send Internet traffic to the Internet address of the proxy 165
(e.g., a proxy server). As a result, Internet communications to
and/or from the mobile device are addressed to the proxy
server 165 and can be identified or associated with that par-
ticular client device.

As noted above in the illustrated example, the instruction
document is transmitted to the panelist via an email message.
However, any other method and/or approach of transmitting
the instruction document to the panelist may additionally or
alternatively be used. For example, an email message may be
transmitted containing a hyperlink to the instruction docu-
ment, the instruction document may be transmitted to the
panelist via a Short Message Service (SMS) message, the
instruction document may be mailed to the panelist, a direct
mailing may be sent to the panelist comprising the instruction
document and/or additionally comprising an electronic
medium containing the instruction document, and/or a tele-
phone call may be placed to the panelist to instruct the pan-
elist to configure the client device.

The example registrar 155 of FIG. 1 is implemented by a
processor executing instructions, but it could alternatively be
implemented by an ASIC, DSP, FPGA, or other circuitry. The
example storage database 160 of FIG. 1 receives and stores
identifiers associating the panelists 115, 135 with the client
devices 110, 130 from the registrar 155. Additionally, the
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storage database 160 receives and stores monitoring data
from the proxy server 165. The monitoring data is associated
with the corresponding panelist and/or client device via the
port associated with the panelist. In some examples, the stor-
age database 160 is also capable of storing data that is not
identifiers and/or measurement data. For example, updated
software and/or updated firmware for any component of the
monitoring system 100 may be stored in the storage database
160. Further, in some examples the storage database 160 is
capable of storing information that enables the registrar 155
to generate the instruction document. For example, the stor-
age database 160 may store registration information such as
the model of the client device 110, 130. Additionally, in some
examples the storage database 160 stores demographic data
as collected by the registrar 155.

The storage database 160 may be any device for storing
data such as, for example, flash memory, magnetic media,
optical media, etc. Furthermore, the data stored in the storage
database 160 may be in any data format such as, for example,
binary data, comma delimited data, tab delimited data, struc-
tured query language (SQL) structures, etc. While in the
illustrated example the storage database is illustrated as a
single database, the storage database 160 may be imple-
mented by multiple databases.

The proxy 165 of the illustrated example receives requests
from the client devices 110, 130 via the access point 145. The
requests of the client devices 110, 130 are received by the
proxy 165 due to proxy settings of the instruction document
156 having been applied to respective ones of the client
device(s) to thereby instruct the client device to transmit all
subsequent requests through the proxy 165. In the illustrated
example, the proxy 165 receives Internet content requests via
at least one Well Known Port (e.g., port 0 through port 1023).
By only using Well Known Ports, it is less likely that the
Internet communications will be blocked by a firewall. While
in the illustrated example, a single proxy 165 is used, any
number of proxies may implement the proxy 165 of FIG. 1. A
limiting factor to the number of panelists that can be serviced
is the processing power of the proxy 165. The size of the panel
can be expanded by using additional proxies at other Internet
addresses. The additional proxies at other Internet addresses
may be implemented by the same proxy server 165 or by
multiple proxies. For example, the proxy server 165 may have
multiple Internet addresses assigned to a network interface of
the proxy server 165 (e.g., virtual interfaces), or the proxy
server 165 may have multiple network interfaces each having
an Internet address. While in the illustrated example ports
within the Well Known Ports range are used, any other ports
may additionally or alternatively be used. For example, ports
within the Registered Ports range and/or the Dynamic and/or
Private Ports range may potentially be used to accept requests
for Internet content from the panelists. In a scenario where a
panel monitoring system such as the monitoring system 100
is being tested, a typical panel will include at least sixty
panelists. Ina scenario where an ongoing panel is used a panel
size of at least 1,500 panelists may be used.

Upon receiving a request from a client device 110, 130, the
proxy server 165 retrieves the requested Internet content from
the Internet content providers 170 (or from a local cache if, for
example, the subject Internet content had previously been
requested and stored). In order to identify the panelist asso-
ciated with the request, communication to and from each
specific panelist occurs over the uniquely assigned (e.g., dedi-
cated) port. While the communication between a client device
110, 130 and the proxy server 165 occurs over a single port
(e.g., the port assigned to that client device 110, 130 by the
registrar 155), communication between the proxy server 165
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and the Internet content providers 170 may be implemented
over any port. Typically, the port used by the proxy server to
communicate with content providers 170 is limited to hyper-
text transfer protocol (HTTP) data that occurs over port 80.
After retrieving the requested Internet content from the Inter-
net content provider(s) 170, in the illustrated example the
content is relayed to the requesting client device 110, 130 via
the port assigned to the corresponding client device. Addi-
tionally or alternatively, the content may be relayed to the
requesting client device 110, 130 via a port other than the
assigned port (e.g., via port 80).

The proxy server 165 of the illustrated example stores the
requests for Internet content and/or portion(s) of such
requests originating from the client devices 110, 130 in the
storage database 160 in association with the port with which
the request was received. In storing the requests, the proxy
165 may additionally store other identifiers such as, for
example, the identifier of the client device 110, 130, the
identifier of the panelist 115, 135, the port provided by the
client device 110, 130, and/or the classification of the access
point associated with the panelist, proxy server, and/or port.
When used in combination with the identifier of the client
device 110, 130, the identifier of the panelist 115, 135, the
port number used by the client device 110, 130, and/or the
classification of the access point indicates the location of the
panelist 115, 135 and/or the client device 110, 130. In par-
ticular, the location of the client device 110, 130 can be
determined by using any one of these data points to look up
the classification of the access point.

Additionally or alternatively, the proxy 165 may store a
portion of the Internet content provided to the requesting
client device in the storage database 160. For example, the
proxy 165 may store some or all of the body of a webpage
transmitted to the client device 110, 130. In another example,
the proxy 165 may additionally or alternatively store an iden-
tifier of an advertisement appearing on the webpage transmit-
ted to the client. This is particularly useful in situations where
advertisements are rotated at websites. Additionally or alter-
natively, the proxy 165 may store characteristics of the
response, such as, for example the HT TP header, a status code
of'the HTTP header, a content type of the HTTP header, etc.

The Internet content providers 170 of the illustrated
example supply content to clients via the Internet. In the
illustrated example, the proxy 165 acts an intermediary for
the client devices 110, 130, and, thus, is the client of the
Internet content providers 170. Internet content is often sup-
plied over port 80, as most Internet content is in the form of
HTTP data. However, any other port may be used to supply
Internet content. For example, File Transfer Protocol (FTP)
data may be transmitted over port 21, HTTP over Secure
Socket Layer (SSL) may be transmitted over port 443, etc.

The Internet content providers 170 can be any provider. For
example, the Internet content providers 170 may comprise a
web server hosting webpages formatted as Hypertext Markup
Language (HTML) content. Alternatively, the Internet con-
tent provider 170 may be an application server providing
application content to applications accessing Internet con-
tent. The application content may be formatted as HTML,
XML, or may use any other past, present, or future format, or
may use any other port to return content to the requester. In
some examples, the application content is implemented with-
out using a standard protocol.

FIG. 1A is a block diagram of an example implementation
of the example system as shown in FIG. 1. The example
implementation shown in FIG. 1A includes a first proxy
165A, a second proxy 165B, a first access point 145A, and a
second access point 145B. In the illustrated example, the first
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access point 145A hosts Internet connectivity for a home
network, while the second access point 145B hosts Internet
connectivity for a work network. While in the illustrated
example, the access points 145A and 145B are associated
with home and work networks, the access points 145A and
145B might be associated with any other network(s) such as,
for example, a network at a public location (e.g., a coffee
shop, an airport, etc.) and/or a network at a private location
(e.g., a school, a gym, etc.). Further, any number of access
points (including, for example, one, two, three, etc.) and any
number of proxies may exist.

The access points 145A and 145B are typically identified
by a Service Set Identifier (SSID). However any other wire-
less network identifier may additionally or alternatively be
used. The SSID of the access points 145A and 145B are
typically human readable, and thus known by the panelist 115
such that the panelist 115 can differentiate a first network
from a second network. The instruction document provided to
the panelist 115 in the illustrated example instructs the pan-
elist 115 to enter configuration parameters (e.g., a first auto-
config URL) into the client device 110 identifying the first
proxy 165A while connected to a home network, such as the
first access point 145A. The panelist 115 may additionally be
instructed to enter different configuration parameters (e.g., a
second auto-config URL) identifying the second proxy 165B
while connected to a work network, such as the second access
point 145B. Thus, when the panelist 115 moves between
networks (e.g., from a home network to a work network), the
example system 100 is able to monitor the change and record
usage statistics appropriately.

As the panelist 115 and/or client device 110 move between
the access points 145A and 145B, the client device 110 com-
municates via different proxies 165A and 165B. Information
stored by the proxies 165A and 165B is then used to deter-
mine usage behaviors for different locations. For example,
effectiveness of an advertisement might be different when the
client device 110 communicates via the first access point
145A (e.g., the panelist 115 is at home) versus when the client
device 110 communicates via the second access point 145B.
In some examples, an advertisement for business services
might be more effective when the panelist 115 is at work, as
compared to an advertisement for groceries which might be
more effective when the panelist 115 is at home. Additionally
or alternatively, different types of Internet usage (e.g., leisure
related versus work related) might be observed at these dif-
ferent access points.

FIG. 2 is a block diagram 200 illustrating an example
request and response flow through the example system of
FIG. 1. The block diagram 200 of FIG. 2 illustrates commu-
nication between a mobile device 205, a local network 230,
the access point 145, a firewall 232, the proxy 165, the storage
database 160, the Internet 240, and the Internet content pro-
viders 170. The mobile device 205 represents either of the
client devices 110, 130 and comprises a device networking
subsystem 210, a browser application 215, an application
accessing Internet content 220, and a user interface 225.
Additionally, the block diagram illustrates a first request 235,
a second request 245, a first response 250, and a second
response 255.

The device networking subsystem 210 of the illustrated
example provides a framework for transmitting and receiving
content. The example device networking subsystem 210 of
FIG. 2 may be implemented via an application processor, a
software system that facilitates networked communication, a
browser engine, a baseband processor that transmits network
traffic, and/or any other system that provides a framework for
transmitting and receiving content. In the illustrated example,
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the device networking subsystem is implemented by the net-
working libraries provided in the Apple® iPhone® operating
system. However, any other past, present, or future libraries,
systems, or programs may additionally or alternatively be
used.

In the illustrated example of FIG. 2, the browser applica-
tion 215 and application accessing Internet content 220 are
executed by a processor of the mobile device 205. The
browser application 215 requests HT TP Internet content from
one or more Internet content provider(s) 170, and renders the
HTTP content for display. Additionally or alternatively, the
browser application may request and render HTTPS Internet
content. In some examples, the browser application is imple-
mented by Apple® Safari®. However, any other application
may additionally and/or alternatively be used. For example,
Pocket Internet Explorer may be used. In some examples, the
Internet content is HTML content. However, the content may
be presented in any past, present, or future format that may be
rendered by the browser application 215.

The example application accessing Internet content 220
may be any application on the mobile device that requests
Internet content. For example, the application accessing
Internet content 220 may be a weather application accessing
Internet content provided by www.weather.com. The Internet
content provider 170 providing content for www.weather-
.commay respond to content requests with HTML data. How-
ever, any other type of data may be contained in the content
request. For example, the Internet content provider 170 pro-
viding content for www.weather.com may provide an XML
file containing a condensed weather forecast. Additionally or
alternatively, the application accessing Internet content 220
may request media such as, for example, photos, video, audio,
etc. Typically, applications accessing Internet content 220 are
limited to a small amount of information to be displayed. For
example, the weather application may not be able to display
sports news. Although the browser 215 or the application
accessing Internet content 220 may initiate requests for con-
tent, in some devices, such as the Apple® iPhone®, requests
are formatted and/or transmitted by the device networking
subsystem 210 based on system wide settings that control
routing and/or addressing of such requests (e.g., to a specific
port of a proxy 165).

The user interface 225 of the illustrated example provides
adisplay to the user and receives input from the user. The user
interface 225 may comprise hardware, a graphics library,
and/or a graphics driver for displaying content to the panelist,
and/or may comprise hardware, an input library, and/or an
input driver for receiving input from the panelist. In the
example of FIG. 2, either or both the browser application 215
and the application accessing Internet content 220 may utilize
the user interface to display content and receive input.

In the illustrated example, the local network 230 is hosted
by the access point 145. As shown in FIG. 1A, different access
points 145A, 145B may be used at different locations. In the
illustrated example, the local network 230 is an Internet Pro-
tocol (IP) version 4 (IPv4) based network. However, any other
past, present, or future networking technology may addition-
ally or alternatively be employed. For example, the local
network 230 may implement the IP version 6 (IPv6) protocol.
Further, the local network 230 of the illustrated example is
implemented using communication links 120, 140. While
WiFi connections are shown, any other past, present, or future
method(s) of communication may additionally or alterna-
tively be used such as, for example, an Ethernet network, a
cellular network, etc. Additionally, the local network 230 is
shown as a public network. However, the network may be a
private network.
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The firewall 232 of'the illustrated example applies security
policies to the requests and responses passing through the
firewall 232. In some examples, the firewall 232 may only
allow communications over the Well Known Ports (e.g., ports
0 to 1023), as the ports may be believed to not have security
risks. In the illustrated example, if communication on a port is
not allowed to pass through the firewall 232, the communi-
cation is not transmitted from the requesting client device to
the proxy 165.

In the illustrated example, the firewall 232 is a component
of'the access point 145. However, the firewall may addition-
ally or alternatively be separate from the access point 145.

The Internet 240 in the illustrated example is a public
network. However, a private network may instead be
deployed. For example, a network internal to an organization
and/or company may be used. Monitoring communications
associated with such an internal network might be useful to,
for example, determine how members of the organization
and/or employees of the company utilize internal web content
via mobile devices.

The illustrated example shows a communication stream for
a single request. The first request 235 is transmitted to the
proxy 165 from the mobile device 205 over the local network
230 and through the firewall. The first request 235 uses a port
that is uniquely assigned to the panelist and/or client device in
association with the access point. In the illustrated example,
the first request 235 is made via port 50,000. However, any
other port might alternatively be used. The proxy 165, upon
receiving the first request 235, stores some or all of the request
in the storage database 160, and generates a second request
245. The second request 245 is effectively a translation of the
first address as shown in FIG. 2A. The second request 245 is
addressed to the Internet content provider 170 identified in the
first request 235. The second request 245 in the illustrated
example is transmitted via the Internet 240 over port 80, as the
first request 235 identified content to be served over port 80.
The Internet content provider 170 responds to the second
request 245 with the first response 250. In the illustrated
example, the proxy 165 receives the first response 250 via
port 80, stores some or all of the request in the storage data-
base 160, and forwards the content of the first response 250 as
the second response 255 to the mobile device 205 over the
port assigned to the mobile device 205.

FIG. 2A is a block diagram 201 illustrating an example
request and response flow through the example system of
FIG. 1. The block diagram 201 includes the proxy 165, the
Internet content provider(s) 170, the mobile device 205, the
carrier network 230, and the Internet 240. The block diagram
201 additionally illustrates a first request 235, a second
request 245, a first response 250, and a second response 255.
Further, the requests and responses of the illustrated example
are represented by HTTP request and response headers. The
first request 235 is represented by the first HTTP request
header 236 and the second request 245 is represented by the
second HTTP request header 246. The first response 250 is
represented by the first HT'TP response header 251 and the
second response 255 is represented by the second HTTP
response header 256.

The first HTTP request header 236 is the header of a GET
request generated by the mobile device 205. In the illustrated
example, the Internet content provider 170 is identified by the
absolute (i.e., non-relative) Universal Resource Locator
(URL) identified in the first line of the first HTTP request
header 236. The address of the proxy 165 and the uniquely
assigned port are identified by the “Host” line of the first
HTTP request header 236. The host identified in the illus-
trated example is “proxy.MonitoringEntity.com”, and the
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port that the request was made on is “50,000”. However, any
other address identifying the proxy 165, and any other port
may alternatively be used. For example, the address identify-
ing the proxy 165 may be the Internet Protocol (IP) address of
the proxy 165. In the illustrated example, the absolute URL of
the Internet resource is “http://www.weather.com/home.
htm!”. However, any other URL may additionally or alterna-
tively be used. An absolute URL is shown in the GET line of
the firstrequest 236 of FIG. 2A. The URL is not relative as the
GET line is independent of the host line of the first request
236. In contrast, arelative URL is shown in the second request
246 of FIG. 2A. The URL is relative as the GET line identifies
an internet resource that is relative to the host indicated by the
host line.

In the illustrated example, the proxy 165 receives the first
request 235 for Internet content from the mobile device,
retrieves the content by sending the second request 245 to the
corresponding content provider 170, receives the content in
the first response 250 from the content provider 170, and
relays the content to the mobile device 205 via the second
response 255. In the illustrated example, the proxy 165 stores
one or more characteristic(s) and/or identifier(s) of the
request and/or response in the storage database 160. These
characteristics and/or identifiers may be, for example, time(s)
of transmission of the request(s) and/or response(s), an IP
address of the client, a user agent of the request, a status code
of'the response, a content type of the response, etc. However,
the proxy 165 may additionally or alternatively store the
Internet content of the response in the storage database 160.
In relaying the request, the proxy 165 of the illustrated
example translates the port of the requests, as is described
below in conjunction with FIG. 2A.

As mentioned above, the proxy 165 of the illustrated
example receives the first content request 235 and generates
the second content request 245. The second content request
245 is represented by the second HTTP request header 246. In
the illustrated example, the second HT TP request header 246
is a GET request directed to “http://www.weather.com”, and
is transmitted over port 80 as no port other than port 80 is
identified. The content being requested from “http://www.
weather.com/” in the illustrated example is “/home.html”. In
the illustrated example, the proxy generates the contents of
the second request 245 based on the first request 235. For
example, the proxy 165 identifies the requested content of the
first request 235 as “http://www.weather.com/home.html”,
determines that the port to be translated to is port 80 (identi-
fied by http://), determines that the Internet content provider
170 is “www.weather.com”, and determines that the
requested webpage from the Internet content provider is
“/home.htm!”. In the example of FIG. 2A, The second content
request 245 is transmitted over port 80 because the proxy 165
determines that the requested content is HT'TP content, and
no alternative port number is specified. Alternatively, the
content identified by the first content request 235 may be
content that is provided on a port other than port 80. In such
examples, the absolute URL of the first HT'TP request header
236 would identify the requested content as “http://www.
weather.com:1234/home.html”, to convey that the content
identified by the request is provided on port 1234 (other
examples can use other port numbers). In such an example,
the proxy 165 generates the second HTTP request header 246
and includes port 1234 in the identified host (e.g., www.
weather.com:1234).

In the example of FIG. 2A, the Internet content provider
170 receives the second content request 245, and responds to
the request via the first response 250. The first response 250 is
transmitted to the proxy 165. In the illustrated example, the
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first response is transmitted over port 80, as it is a response to
a content request made on port 80. However, any other port
may be used to transmit the first response to the proxy 165.
The proxy 165 receives the first response 250, and determines
the correct port that the second response 255 should be trans-
mitted over. In the illustrated example, the proxy 165 deter-
mines the port that the second response should be transmitted
over by associating the first response 250 with the first request
235 via the second request 245. In such an example, the proxy
165 can identify that the first request 235 originated on port
50,000, and thus, the second response should be transmitted
on port 50,000. However, any other method of determining
the port to transmit the second response over may additionally
or alternatively be used. Further, the response may be trans-
mitted over a port other than the port assigned to the mobile
device 205.

FIG. 3 illustrates an example implementation of the
example proxy 165 of FIG. 1. The example proxy 165
includes request and response ports 305, a request servicer
310, an Internet content processor 315, a content gatherer
320, and an Internet port 325. The request and response ports
305 receive requests and transmit responses to and/or from
the client devices 110, 130. The requests received by the ports
305 are passed to the request servicer 310. The content gath-
erer 320 transmits requests and receives responses from the
Internet content providers 170 via the Internet port 325. The
Internet content processor 315 stores the requests (an/or por-
tions thereof and/or identifiers associated therewith) and/or
the retrieved content (and/or portions thereof and/or identifi-
ers associated therewith) in the storage database 160.

The request and response ports 305 of the illustrated
example are Transmission Control Protocol (TCP) ports and/
or User Datagram Protocol (UDP) ports. However, any other
past, present, and/or future protocol may additionally or alter-
natively be used. The request and response ports of the illus-
trated example are Dynamic and/or Private Ports as defined
by IRNA. As such, the ports 305 range from port 49152 to port
65535, inclusive. However, the ports may use only some of
this range (and the used portions may or may not be contigu-
ous) and/or the ports may additionally or alternatively include
ports in any other range such as, for example, Well Defined
Ports (ranging from port O to port 1023) and/or Registered
Ports (ranging from port 1024 to port 49151).

The request servicer 310 of the illustrated example receives
the requests from the request and response ports 305 and
performs a port translation. A port translation may not be
necessary in the event that the proxy is hosted via the same
port that the requested content is hosted on. For example, if
the proxy is hosted on port 50,000 and the content request is
for content provided on port 50,000 (e.g., “GET http://www.
weather.com:50000/home.html”), no port translation will
occur. The request servicer 310 performs the translation by
first inspecting the request to determine the destination port
that is intended for communication with the Internet content
provider 170. For example, in many situations, the request
will be for HTTP content and the destination port will be
identified as port 80. However, any other destination port may
be employed. For example, FTP traffic may be translated to
port 21. The content gatherer 320 is responsible for request-
ing the content identified in the first request (e.g., by sending
translated requests to the corresponding content provider).
Once the requested content is received from the Internet con-
tent provider 170 (or a local cache, if available), the request
servicer 310 performs another port translation on the received
content to generate a translated response. The translated
response is sent to the client device over the port assigned to
the client device that made the request.
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The Internet content processor 315 of the illustrated
example determines the port (e.g., port 50,000) that the first
request was received on, and stores the first request in the
storage database 160 in association with the port to uniquely
identify the client device. When multiple ports are assigned to
a single panelist, the Internet content processor 315 of the
illustrated example associates a location of the panelist with
the port number that the request was received on. For
example, a first port might be used for communication a home
access point of the panelist and a second port might be used
for communication at work for that same panelist. Addition-
ally or alternatively, the Internet content processor 315 of the
illustrated example uses the port number to determine and
store the panelist ID and/or the client device ID that was
generated by the registrar 155 upon registration. In the illus-
trated example, the Internet content processor 315 stores the
request for content. However, the Internet content processor
315 may store less than the entire request, a symbol for the
request, etc., as shown in the tables of FIG. 3. Additionally or
alternatively, the Internet content processor 315 may store the
content provided in the response and/or segments and/or por-
tions of the content provided in the response in the storage
database 160. For example, the Internet content processor 315
may store advertisements (or other content of interest) trans-
mitted to the client device in the storage database 160.

In addition to storing information related to the communi-
cation of the panelist and/or client device, the Internet content
processor 315 of the illustrated example stores information
related to the proxy 165. In the illustrated example, the infor-
mation related to the proxy 165 is an IP address and port
hosting the communications. However, any other identifier
may additionally or alternatively be used. For example, a
hostname of the proxy 165 might be used. In the illustrated
example, the information related to the proxy 165 is later used
to associate communications of the panelist and/or client
device with a location of the panelist and/or client device if
more than one port has been assigned to different access
points used by that panelist. In particular, the information
related to the proxy 165 is used to identify the proxy 165 that
the panelist and/or client device was to be communicating
with at a given time. Further, since the proxy 165 that the
panelist and/or client device communicates with may change
over time by management of the proxy configuration settings
(e.g., via the PAC file) associated with the auto-config URL
(e.g., for load balancing and/or failure management pur-
poses), the location of the panelist and/or client device can be
determined. For example, periodically and/or a-periodically,
the client device may query the auto-config URL to apply the
latest proxy configuration settings (e.g., via the PAC file). A
change in the proxy configuration settings might cause the
panelist and/or client device to be associated with a different
proxy 165. Additionally or alternatively, the Internet content
processor 315 may determine and store the location of the
panelist (e.g., ‘home’, ‘work’, etc. . . . ) rather than waiting to
determine the location at a later time.

The content gatherer 320 of the illustrated example
requests the content identified by the request for Internet
content. In particular, the content gatherer 320 utilizes the
Internet address of the content requested in the request via one
of the ports 305 to generate a second request to gather the
requested Internet content. The content gatherer 320 trans-
mits the second request via the Internet port 325. The Internet
port 325 of the illustrated example is a Transmission Control
Protocol (TCP) port and/or a User Datagram Protocol (UDP)
port. However, any other port-based system may additionally
or alternatively be used. The Internet port of the illustrated
example is for HTTP traffic (e.g., port 80). However, any
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other port may be used. For example, port 21 could be used for
File Transfer Protocol (FTP) traffic.

While an example manner of implementing the proxy 165
of FIG. 1 has been illustrated in FIGS. 1 and 3, one or more of
the elements, processes, and/or devices illustrated in FIG. 3
may be combined, divided, re-arranged, omitted, eliminated,
and/or implemented in any other way. Further, the request and
response ports 305, the request servicer 310, the Internet
content processor 315, the content gatherer 320, the Internet
port 325 and/or, more generally, the example proxy 165 of
FIG. 3 and/or the example registrar 155 of FIG. 1 may be
implemented by hardware, software, firmware, and/or any
combination of hardware, software, and/or firmware. Thus,
for example, any of the example request and response ports
305, the example request servicer 310, the example Internet
content processor 315, the example content gatherer 320, the
example Internet port 325 and/or, more generally, the
example proxy 165 could be implemented by one or more
circuit(s), programmable processor(s), application specific
integrated circuit(s) (ASIC(s)), programmable logic
device(s) (PLD(s)) and/or field programmable logic device(s)
(FPLD(s)), etc. When any of the appended apparatus claims
are read to cover a purely software and/or firmware imple-
mentation, at least one of the example request and response
ports 305, the example request servicer 310, the example
Internet content processor 315, the example content gatherer
320, the example Internet port 325, the example proxy 165,
the example registrar 155, and/or the storage database 160 are
hereby expressly defined to include hardware and/or a com-
puter readable medium such as a memory, DVD, CD, etc.
storing the software and/or firmware. Further still, the
example proxy 165 of FIGS. 1 and 3 may include one or more
elements, processes, and/or devices in addition to, or instead
of, those illustrated in FIG. 3, and/or may include more than
one of any or all of the illustrated elements, processes, and
devices.

A flowchart representative of example machine-readable
instructions for implementing the proxy 165 of FIGS. 1 and/
or 3 is shown in FIG. 4. Further, a flowchart representative of
example machine-readable instructions for implementing the
registrar 155 of FIG. 1 is shown in FIG. 5. Further still, a
flowchart representative of example machine-readable
instructions for implementing the mobile device 205 is shown
in FIG. 6. In these examples, the machine-readable instruc-
tions comprise program(s) for execution by a processor such
as the processor 712 shown in the example computer 700
discussed below in connection with FIG. 7. The program may
be embodied in software stored on a computer readable
medium such as a CD-ROM, a floppy disk, a hard drive, a
digital versatile disk (DVD), or a memory associated with the
processor 712, but the entire program(s) and/or parts thereof
could alternatively be executed by a device other than the
processor 712 and/or embodied in firmware or dedicated
hardware. Further, although the example program(s) are
described with reference to the flowcharts illustrated in FIGS.
4,5, and 6, many other methods of implementing the example
proxy 165, the example registrar 155, and/or the mobile
device 205 may alternatively be used. For example, the order
of'execution of the blocks may be changed, and/or some of the
blocks described may be changed, eliminated, or combined.

As mentioned above, the example processes of FIGS. 4, 5,
and 6 may be implemented using coded instructions (e.g.,
computer-readable instructions) stored on a tangible com-
puter readable medium such as a hard disk drive, a flash
memory, a read-only memory (ROM), a compact disk (CD),
a digital versatile disk (DVD), a cache, a random-access
memory (RAM) and/or any other storage media in which
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information is stored for any duration (e.g., for extended time
periods, permanently, brief instances, for temporarily buffer-
ing, and/or for caching of the information). As used herein,
the term tangible computer-readable medium is expressly
defined to include any type of computer readable storage and
to exclude propagating signals. Additionally or alternatively,
the example processes of FIGS. 4, 5, and 6 may be imple-
mented using coded instructions (e.g., computer-readable
instructions) stored on a non-transitory computer-readable
medium such as ahard disk drive, a flash memory, a read-only
memory, a compact disk, a digital versatile disk, a cache, a
random-access memory and/or any other storage media in
which information is stored for any duration (e.g., for
extended time periods, permanently, brief instances, for tem-
porarily buffering, and/or for caching of the information). As
used herein, the term non-transitory computer-readable
medium is expressly defined to include any type of computer-
readable medium and to exclude propagating signals.

FIG. 4 is a flowchart representative of example machine-
readable instructions 400 that may be executed to implement
the example proxy of FIGS. 1, 2, and 3. The program of FIG.
4 begins at block 405, where the example machine-readable
instructions 400 begin execution. First, the request servicer
310 of'the proxy 165 waits for content request(s) (block 405).
In the illustrated example, the request servicer 310 waits for
content requests only on ports assigned to a client. However,
the request servicer 310 may wait for content requests on any
orall ports. Additionally, the request servicer 310 may inspect
the Internet Protocol (IP) address against known range(s) of
IP addresses to determine if the request should be serviced.
For example, the known range of IP address may include
ranges of IP addresses which are assigned to a particular
access point. This may, for example, restrict use of the proxy
165 to mobile devices. In some examples, if the request ser-
vicer 310 determines that the request did not originate from an
IP address within the particular access point, the request
servicer 310 ignores the request. In some examples, the
request servicer 310 inspects other aspects of the content
request(s) to determine if the request should be serviced. For
example, the User Agent field of the incoming request(s) may
be inspected to determine whether the request is coming from
anappropriate client. In some examples, the request(s) are not
serviced when the data and/or the value in the User Agent
field matches the User Agent value associated with a desktop
browser (e.g., Mozilla Firefox, Microsoft Internet Explorer,
etc). Further, other User Agents might be used such as, for
example, User Agents associated with mobile devices other
than the Apple® iPhone®, Apple® iPad™, etc.

Next, the request servicer 310 receives a content request on
aport (block 410). Because multiple requests for content may
be received at substantially the same time, the proxy 165 may
receive a first content request on a first port (block 410) and a
second content request on a second port (block 430). In the
illustrated example, the content requests are processed in
parallel to decrease the amount of time taken to respond to
requests. However, the content requests may be processed in
any other manner. For example, the content requests may be
processed serially. The parallel processing of any number of
requests is represented in FIG. 4 by these dots “ee*”.

Next, the content gatherer 320 generates second request(s)
based on corresponding ones of the request(s) received at
blocks 410 and 430. The secong requests are generated to
retrieve the Internet content identified in the corresponding
content requests (blocks 415 and 435). The content gatherer
320 sends the second requests via the Internet port 325. In the
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illustrated example, port 80 is used for sending the second
requests. However, any other port may additionally or alter-
natively be used.

The Internet content processor 315 associates the content
requests with the corresponding requesting device and stores
the association in the storage database (blocks 420 and 440).
In the illustrated example, the Internet content processor 315
associates the first content request with the corresponding
client device using the port number that the request was
received upon. Since each port is used only by a single client
device, each client device can be uniquely identified based on
the port number of the port on which a request is received.
Further, when storing the association in the storage database
160, the Internet content processor 315 may store one or more
identifier(s) of the port, the client device, the panelist, etc.
Additionally, the Internet content processor 315 may store the
returned content or a portion of the returned content in the
storage database 160 (block 420, 440).

The Internet content processor 315 may filter what is stored
in the storage database. For example, the Internet content
processor 315 may only store content requests that request
HTTP content, as requests for non-HTTP content may not be
parsed properly when analyzing the information. As another
example, the Internet content processor 315 may omit style
content (e.g., cascading style sheet (CSS) documents) from
being stored in the storage database 160, as style content may
be of limited use when analyzing the information.

The request servicer 310 finishes servicing the request
from the client device by transmitting the requested Internet
content to the client device via the port on which the content
request was received (blocks 425 and 445). Control then
returns to the block 405, where the request servicer 310 waits
for more content requests (block 405).

FIG. 5 is a flowchart representative of example machine-
readable instructions 500 that may be executed to implement
the example registrar 155 of FIG. 1. The example machine-
readable instructions 500 of FIG. 5 begin execution at block
503, where the registration data is transmitted to the registrar
155 (block 503). In the illustrated example, the registration
data of the illustrated example includes an identifier of the
panelist, demographic information, and/or a classification of
the WiFi network that is being registered. The classification of
the access point indicates a location of the mobile device (e.g.,
‘home’, ‘work’, ‘other’, etc.).

In the illustrated example, the registration data is received
by the registrar 155 (block 505) via an electronic interface
(e.g., a website). However, the registrar may receive the reg-
istration data in any other way. For example, the registrar may
receive the registration data via a telephone interface, direct
mailings, predefined lists, etc.

Next, the registrar 155 assigns a unique port to the panelist
and/or the access point being registered (block 510). In the
illustrated example, the unique port is within the Dynamic
and/or Private Port range as defined by IRNA (e.g., port
49152 through 65535). However, any other port number in
any other range may alternatively be used. In the illustrated
example, because ports are assigned on a one port per client
device and/or one port per client device per location basis, the
port number functions as a unique identifier for the client
device and/or for the client device and the location of the
client device and/or the panelist.

The registrar 155 then generates an instruction document
(block 515). The instruction document of the illustrated
example includes the unique port assigned to the client device
of the panelist on a per access point basis, and an Internet
proxy address. The Internet proxy address is the address of the
proxy 165. The port number is a port of the proxy 165 and is
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uniquely associated with the panelist and/or client device and
with a location and/or access point of the panelist and/or
client device. In the illustrated example, the instruction docu-
ment is a URL identifying a proxy automatic configuration
(PAC) file comprising configuration data including the port
number and the Internet proxy address. However, any other
type of document may be generated such as, for example, a
comma separated (CSV) document, a portable document for-
mat (PDF) document, a Microsoft® Word® document, etc. In
some examples, the instruction document is signed using a
public/private key infrastructure. However, the instruction
document may alternatively not be signed. If the instruction
document is not signed, it may appear as an invalid instruction
document to the panelist, which may cause the panelist to
abandon participation in the panel.

Next, the registrar 155 transmits the instruction document
to the client device (block 520). In the illustrated example, the
instruction document is transmitted via an electronic mail
(email) message. The email message includes the URL iden-
tifying the proxy automatic configuration (PAC) file. How-
ever, any other method(s) of transmitting the instruction
document may additionally or alternatively be used. For
example, the instruction document may be transmitted as an
attachment to the email message, the registrar 155 may trans-
mit a short message service (SMS) message comprising an
Internet address where the client device may download the
instruction document, a direct mailing may be sent to the
panelist comprising the instruction document and/or addi-
tionally comprising an electronic medium containing the
instruction document, a telephone call may be placed to orally
instruct the panelist on how to configure the client device, etc.
The panelist and/or client device then receives the instruction
document (block 523). Additionally or alternatively, the
instruction document may be interpreted by the client device
or any other device (e.g., a personal computer of the panelist,
etc.) such that the details specified in the instruction docu-
ment may be programmatically applied to the client device.

The client device 110, 130 is then configured via the
instruction document (block 525). Since, in the illustrated
example, the instruction document includes and/or references
a configuration file that may be interpreted by the client
device 110, 130, the client device receives the transmitted
instruction document and automatically applies the settings
contained in the configuration file such that further Internet
requests originating with the client are addressed to the cor-
responding port of the proxy 165. However, the instruction
document may additionally or alternatively include human
readable instructions that may guide the panelist on how to
configure the client device. The instruction document may
thereby instruct the panelist on how to apply the configuration
file or may instruct the panelist on how to manually apply the
data in the configuration file.

Upon application of the data contained in the instruction
document, subsequent requests for Internet content made by
the client device 110, 130 are routed according to the con-
figuration file and/or instruction document. In particular,
since the configuration file and/or instruction document
includes the Internet proxy address and the unique port num-
ber assigned to the client device for a given access point
(and/or generally), requests are proxied through the Internet
proxy address via the unique port number.

FIG. 6 is a flowchart representative of example machine-
readable instructions 600 that may be executed to implement
an example client device of FIG. 1. The example machine-
readable instructions 600 of FIG. 6 represent an implemen-
tation wherein an application applies proxy configuration
settings to WiFi access point settings. In the examples illus-
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trated below, the application is executed by a processor of the
mobile device 205 (e.g., the application accessing internet
content 220). However, the application might be executed by
any other device such as, for example, a personal computer
(PC) of the panelist.

In the illustrated example, the application is executed by a
processor of the mobile device 205. The application examines
a log created and stored on the mobile device 205. The log of
the mobile device 205 is generated by the networking sub-
system 210 and includes representations of SSIDs with which
the mobile device 205 was and/or is in communication. The
log further includes information related to WiFinetworks that
the mobile device was connected to. However, the log might
additionally or alternatively include information related to
WiFi networks that have been in range of the mobile device
205.

Advantageously, the application executed by the mobile
device 205 might have access to determine WiFi networks to
which the mobile device is and/or has been connected. Such
access, for example, might be via inspection of the log file
created by the networking subsystem of the mobile device.
Additionally or alternatively, the access to determine WiFi
networks to which the mobile device is and/or has been con-
nected might be implemented by direct communication with
the network subsystem 210. Based on the information con-
tained in the log, the application of the illustrated example
configures proxy information for frequently used WiFi net-
works. By interacting with the networking subsystem, the
application of the illustrated example configures proxy set-
tings for WiFi networks. Additionally or alternatively, if
restricted by security policies, the application might save a
record of WiFi networks that require configuration such that
once synchronized, the WiFi networks may be configured.

Additionally or alternatively, the application might be
executed by a computer separate from the mobile device 205,
such as the computer 700 shown in FIG. 7. When the mobile
device 205 is docked and/or synchronized with the computer,
the application examines a log created and stored on the
mobile device 205. In such an example, the rapidity at which
the application can detect frequently used WiFi networks is
dependent on the frequency at which the panelist docks and/
or synchronizes their mobile device 205. For example, some
panelists may dock and/or synchronize their mobile device
daily while other panelists might rarely dock and/or synchro-
nize their mobile device (e.g., weekly, monthly, etc.)

Once the application executed by the computer identifies
WiF1i networks that are frequently used, the application of the
illustrated example advantageously configures proxy settings
of WiFi networks identified by their SSID. Configuration of
the proxy settings might be required to occur via a device
external to the mobile device 205 due to a security model
implemented by the mobile device (e.g., access to program-
matically modify proxy settings might only be available
while docked and/or synchronizing).

The example machine-readable instructions 600 of FI1G. 6
begin execution at block 605 when the WiFi configuration
application is installed on the mobile device 205 (block 605).
Inthe illustrated example the application is installed when the
panelist navigates to an installation link (e.g., via a web page)
on the mobile device. However, the application might be
installed on the personal computer. Additionally or alterna-
tively, the application might be installed via an application
repository such as, for example, the Apple iTunes store, the
Android Marketplace, etc.

Once the application is installed, the application receives
configuration information from the panelist (block 610). In
the illustrated example, the received configuration informa-
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tion is a panelist identifier that allows for association of the
mobile device with the panelist. In some examples, the
received configuration information is panelist registration
information and allows for the recruitment of new panelists.

Next, the application of the illustrated example determines
if the mobile device 205 has been attached to a WiFi network
identified by an SSID (block 615). The application of the
illustrated example determines if the mobile device 205 has
been attached to a WiFi network identified by an SSID by
inspecting logs created by the networking subsystem 210 of
the mobile device 205. The logs in the illustrated example
include events that identify times when the mobile device was
connected to a WiFi network identified by an SSID. Addition-
ally or alternatively, the application might determine if the
mobile device 205 is currently attached to a WiFi network by
inspecting the device network subsystem 210 (block 615). If
the mobile device 205 is not currently attached to a WiFi
network, the application waits for a period of time and then
re-checks if the mobile device is currently attached to a WiFi
network.

If the mobile device 205 is currently attached to a WiFi
network, the application proceeds to determine if proxy set-
tings are configured for the WiFi network (block 620). In the
illustrated example, the application determines if proxy set-
tings are configured by inspecting the device networking
subsystem for proxy settings associated with the SSID asso-
ciated with the WiFi network. In the illustrated example, if
proxy settings are found, the proxy is assumed to already be
monitored, and control proceeds to block 615 where the
application waits and then determines if the mobile device is
attached to a WiFi network. Ignoring SSIDs where the proxy
settings are already set allows the panelist to configure set-
tings for a WiFi network that is not to be monitored. For
example, a WiFi network associated with the panelist’s work-
place might require that certain proxy settings be used to gain
internet access and the panelist may not want work accesses
to be monitored. Additional or alternative methods of deter-
mining whether the SSID associated with the WiFi network is
configured for monitoring may be used such as, for example,
the proxy address may be tested to determine whether it is part
of'the example monitoring system 100, a filter may be applied
to the auto-configure URL to determine if it specifies a valid
proxy auto-configuration (PAC) document.

Next, the application determines whether the SSID of the
WiFi network is associated with a WiFi network that is fre-
quently used (block 625). If the SSID is not frequently used,
the interest in having the WiF1 proxy settings may be low, and
therefore control proceeds to block 625. If the SSID is fre-
quently used, the WiFi network is of interest and the proxy
configuration settings for that SSID are configured. In the
illustrated example, the SSID is considered to be frequently
used when the mobile device 205 is attached to the WiFi
network associated with the SSID for more than a certain
period of time (e.g., ten minutes, thirty minutes, etc.). How-
ever, any other method of determining whether an SSID is
frequently used may additionally or alternatively be used. For
example, an SSID might be considered frequently used when
it reaches a data transmission threshold (e.g., five megabytes,
twenty megabytes, etc.), an SSID might be considered fre-
quently used when the WiFi network associated with the
SSID is connected to more than a determined number of times
(e.g., three times, five times, etc.). Additionally or alterna-
tively, time based filtering may be used to determine if the
SSID is frequently used in combination with any other
method of determining if an SSID is frequently used. For
example, an SSID might be frequently used if it is connected
to more than three times in the past seven days, an SSID might
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be frequently used if it is connected to for more than a total of
thirty minutes over the past month, etc.

If the WiFi network is a frequently used WiFi network
(block 625), the application prompts the panelist to classify
the network (block 630). In the illustrated example, the pan-
elist is asked to classify the WiFinetwork as a home network,
a work network, or an ‘other’ network. Additionally or alter-
natively, the panelist might be further prompted to use other
descriptors to classify networks. For example, the panelist
might be prompted to classify a WiFi network identified as
‘other’ as a WiFi network associated with a coffee shop, an
airport, a library, etc. In the illustrated example, the panelistis
given a limited number of options to choose from to make
such a classification. However the panelist might additionally
or alternatively be allowed to enter classifying information
via a text field rather than asking the panelist to choose from
a pre-determined list.

After the panelist identifies the classification of the WiFi
network, the application determines if proxy settings are
known for the selected classification (block 635). If the proxy
settings are known, there may be no need to request proxy
settings from the registrar 155. For example, the panelist
might frequently use one or more ‘home’ networks. These
‘home’ network(s) may share proxy settings. Alternatively,
the proxy settings might not be shared and the multiple
‘home’ networks might be proxied individually. The proxy
settings of the illustrated example are stored in a memory
such as the example random access memory 718 described in
connection with FIG. 7. If the proxy settings are known
(block 635), control proceeds to block 645 where the appli-
cation applies the proxy settings to the WiFi network (block
645).

If the proxy settings are not known (block 635), control
proceeds to block 640 where the application registers the
WiFi network with the registrar 155 by transmitting an iden-
tification of the WiFi network and the classification of the
WiFi network to the registrar 155 (block 640). The applica-
tion then receives an instruction document specifying proxy
settings to be used in association with the WiFi network
(block 643). After receiving the proxy settings, the applica-
tion applies the proxy settings to the WiFi network (block
645) and control then proceeds to block 645.

FIG. 7 is ablock diagram of an example processor platform
700 capable of executing the instructions of FIGS. 4, 5, and/or
6 to implement the monitoring system of FIG. 1. The proces-
sor platform 700 can be, for example, a server, a personal
computer, or any other type of computing device.

The processor platform 700 of the instant example includes
a processor 712. For example, the processor 712 can be
implemented by one or more Intel® microprocessors from
the Pentium® family, the Itanium® family or the XScale®
family. Other processors from other families are also appro-
priate.

The processor 712 is in communication with a main
memory including a volatile memory 718 and a non-volatile
memory 720 via a bus 722. The volatile memory 718 may be
implemented by Synchronous Dynamic Random Access
Memory (SDRAM), Dynamic Random Access Memory
(DRAM), RAMBUS Dynamic Random Access Memory
(RDRAM) and/or any other type of random access memory
device. The non-volatile memory 720 may be implemented
by flash memory and/or any other desired type of memory
device. Access to the main memory 714 is typically con-
trolled by a memory controller (not shown).

The processor platform 700 also includes an interface cir-
cuit 724. The interface circuit 724 may be implemented by
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any type of interface standard, such as an Ethernet interface,
a universal serial bus (USB), and/or a PCI express interface.

One or more input devices 726 are connected to the inter-
face circuit 724. The input device(s) 726 permit a user to enter
data and commands into the processor 712. The input
device(s) can be implemented by, for example, a keyboard, a
mouse, atouchscreen, a track-pad, atrackball, isopoint and/or
a voice recognition system.

One or more output devices 728 are also connected to the
interface circuit 724. The output devices 728 can be imple-
mented, for example, by display devices (e.g., a liquid crystal
display, a cathode ray tube display (CRT), a printer and/or
speakers). The interface circuit 724, thus, typically includes a
graphics driver card.

The interface circuit 724 also includes a communication
device (e.g., the request servicer 310) such as a modem or
network interface card to facilitate exchange of data with
external computers via a network (e.g., an Ethernet connec-
tion, a digital subscriber line (DSL), a telephone line, coaxial
cable, a cellular telephone system, etc.).

The processor platform 700 also includes one or more mass
storage devices 730 for storing software and data. Examples
of such mass storage devices 730 include floppy disk drives,
hard drive disks, compact disk drives, and digital versatile
disk (DVD) drives. The mass storage device 730 may imple-
ment the storage database 160.

The coded instructions 732 of FIGS. 4, 5, and/or 6 may be
stored in the mass storage device 730, in the volatile memory
718, in the non-volatile memory 720, in the local memory
714, and/or on a removable storage medium such as a CD or
DVD.

From the foregoing, it will be appreciated that example
methods, apparatus and articles of manufacture have been
disclosed which allow Internet content requests made from
mobile devices to be associated with specific individuals
without requiring authorization credentials while still
uniquely identifying the requesting device and/or panelist
and/or a location (e.g., a local access point) of the requesting
device and/or panelist irrespective of whether the request
originated with a browser or an application accessing Internet
content.

Although certain example methods, apparatus, and articles
of manufacture have been described herein, the scope of
coverage of this patent is not limited thereto. On the contrary,
this patent covers all methods, apparatus, and articles of
manufacture fairly falling within the scope of the claims of
this patent.

What is claimed is:
1. A method of monitoring usage of a mobile device, the
method comprising:

determining, with a processor, whether a device is commu-
nicatively coupled to a WiFi network, the WiFi network
identified by a Service Set Identifier;

identifying whether proxy settings are configured on the
device in association with the WiFi network;

determining whether the device has reached a threshold
usage level in association with the WiFi network;

in response to determining (1) that the device has reached
the threshold usage level and (2) that the proxy settings
are not configured, transmitting registration information
from the device to a registrar, the registration informa-
tion including a classification of the WiFi network and
the Service Set Identifier; and

configuring the proxy settings of the WiFi network based
on instructions received from the registrar, the instruc-
tions to cause the device to transmit network communi-
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cations using the proxy settings when communicatively
coupled to the WiFi network.
2. The method as defined in claim 1, wherein the proxy
settings include a proxy server address and a proxy server
port.
3. The method as defined in claim 2, wherein the proxy
server address and the proxy server port are uniquely assigned
to the device and Service Set Identifier combination.
4. The method as defined in claim 1, wherein the threshold
usage level is a duration of connectivity to the WiFi network.
5. The method as defined in claim 1, wherein the threshold
usage level is a data transmission threshold.
6. The method as defined in claim 1, wherein the threshold
usage level is a number of connection occurrences.
7. The method as defined in claim 6, wherein the number of
connection occurrences is calculated over an interval of time.
8. The method as defined in claim 1, wherein the threshold
usage level is a number of connection occurrences between a
first time of day and a second time of day.
9. The method as defined in claim 1, further including
prompting a panelist to classify the WiFi network.
10. The method as defined in claim 9, wherein the WiFi
network is classified as a home network.
11. The method as defined in claim 1, wherein the regis-
tration information includes an identifier of the device.
12. A non-transitory machine-readable storage medium
comprising first instructions which, when executed, cause a
computing device to at least:
determine whether the device is communicatively coupled
to a WiFi network, the WiFi network identified by a
Service Set Identifier;

identify whether proxy settings are configured on the com-
puting device in association with the WiFi network;

determine whether the device has reached a threshold
usage level in association with the WiFi network; and

in response to a determination (1) that the computing
device has reached the threshold usage level and (2) that
the proxy settings are not configured, transmit registra-
tion information from the computing device to a regis-
trar, the registration information including a classifica-
tion of the WiFi network and the Service Set Identifier,
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the device to configure the proxy settings of the WiFi
network on the computing device by executing configu-
ration instructions received from the registrar, the con-
figuration instructions to cause the computing device to
transmit network communications using the proxy set-
tings when communicatively coupled to the WiFi net-
work.

13. The non-transitory machine-readable storage medium
as defined in claim 12, wherein the proxy settings include a
proxy server address and a proxy server port.

14. The non-transitory machine-readable storage medium
as defined in claim 13, herein the proxy server address and the
proxy server port are uniquely assigned to the computing
device and Service Set Identifier combination.

15. The non-transitory machine-readable storage medium
as defined in claim 12, wherein the threshold usage level is a
duration of connectivity to the WiFi network.

16. The non-transitory machine-readable storage medium
as defined in claim 12, wherein the threshold usage level is a
data transmission threshold.

17. The non-transitory machine-readable storage medium
as defined in claim 12, wherein the threshold usage level is a
number of connection occurrences.

18. The non-transitory machine-readable storage medium
as defined in claim 17, wherein the number of connection
occurrences is calculated for a period of time.

19. The non-transitory machine-readable storage medium
as defined in claim 12, wherein the threshold usage level is a
number of connection occurrences between a first time and a
second time.

20. The non-transitory machine-readable storage medium
as defined in claim 12, wherein the first instructions, when
executed, cause the computing device to prompt a panelist to
classify the WiFi network.

21. The non-transitory machine-readable storage medium
as defined in claim 20, wherein the WiFi network is classified
as a home network.

22. The non-transitory machine-readable storage medium
as defined in claim 12, wherein the registration information
includes an identifier of the computing device.

#* #* #* #* #*
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